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Abstract.  Tor is a popular anonymous Internet communication sys-
tem, used by an estimated 250,000usersto anonymously exchange over
v e terabytes of data per day. The security of Tor depends on properly
authenticating nodesto clients, but Tor usesa custom proto col, rather
than an established one, to perform this authentication. In this paper,
we provide a formal proof of security of this protocol, in the random
oracle model, under reasonablecryptographic assumptions.

1 Intro duction

The Tor anonymous communication system[11]is usedby an estimated 250,000
users worldwide [15] to protect the privacy of their Internet communications.
Users can maintain their anonymity with Tor while taking advantage of many
Internet services,including web browsing and publishing, instant messagingand
ssh.

In order to protect users'privacy, Tor utilizes of a number of nodes(also known
as\onion routers" or \ORs") situated around the Internet. A client (an Internet
user,whom we will call Alice, who doesnot necessarilyrun a node herself) builds
a circuit through the network as follows:

{ Alice picks a Tor node, n;, and establishesan encrypted communication
channel with it.

{ Alice picks a secondTor node, n,, and, over the previously establishedchan-
nel, instructs n; to connectto n,. Alice then establishesan encrypted com-
munication channel with n,, tunneled within the existing channelto n;.

{ Alice picksathird Tor node, n3, and, over the previously establishedchannel,
instructs n, to connectto ns. Alice then establishesan encrypted commu-
nication channel with nz, tunneled within the existing channel to n».

{ and soon, for as many stepsas shelikes.

The security of the Tor system derivesin part from the fact that the various
nodesin the circuit are operatedin di erent administrativ e domains;if oneparty



had accessto the internal state of all of the nodesin Alice's circuit, he could
easily compromiseAlice's anonymity.

For this reason,it is important that Alice be assuredthat her communications
with the various nodes be authenticated: if Mallory (a malicious man-in-the-
middle) operated (or compromised)any single node n;, then, without authenti-
cation, he could simulate all subsequeh nodesn;j.; ;nj+2 ;:::in Alice's circuit.
If Alice wereunlucky enoughto pick Mallory's node asher n;, he would be able
to cortrol her ertire circuit.

Therefore, at ead step, Alice (a) establishesa shared secretwith a node, and
(b) veri es that node's identity, so that it cannot be impersonated. Note that
Alice's identit y is never authenticated; she operatesanonymously.

Tor usesa new protocol to achieve this, which we call the Tor Authentication
Protocol (TAP) [10]. TAP is not an establishedauthentication protocol, however,
and its rst deployment had at least one seriousweaknesg9]. In this paper, we
analyze the (updated) TAP, and give a formal proof of security in the random
oraclemodel [3]. This formal proof provides con dence that there are no similar
weaknessesemaining in the protocol.

2 The Tor Authen tication Proto col

We will rst describe TAP in abstract terms. TAP is built from the following
pieces:

{ There is a trusted PKI that allows Alice to determine eat node's public
encryption key. Let Eg be public-key encryption using B's public key, and
let Dg be the corresponding decryption using B's private key.

{ pis a prime suc that q = pTl is also prime, and g is a generator of
the subgroup of ZZ, of order g. Ix is an exponert length; when a \ran-
dom exponent" is required, selectan Iy -bit value uniformly from the interval
[1; min(q; 2'*)  1].

{ f is a hash function, which we will model by a random oracle, taking as
input elemerts of Z,, and outputting bit strings of length [y .

The abstract protocol is as follows:

1. Alice selectsa node to add to her circuit. Let us suppose she selectsBob
(B).

2. Alice picks a random exponert x, and computesg* (all exponertiations will
be assumedio be mod p, and the least nonnegative represerativ e will always
be used).

3. Alice sendsc = Eg(g*) to Bob.

4. Bob computesm = Dg(c), cheksthat 1 < m < p 1, picks a random
exponert y, and computesa= ¢ and b= f (mY).



5. Bob sends(a; b) to Alice.

6. Alice cheksthat 1< a< p 1andthat b= f(a¥).!

7. If the chedks are successfulAlice acceptsBob's authentication, and they use
a* = mY asa sharedsecretin order to communicate privately.

Note that in step4, it ispossiblethat m  1orm p 1lorewenthat Dg(c) =7?;
i.e. cis not a valid ciphertext. In these cases,Bob aborts the protocol.

Remenber that all of the communication in TAP, other than that betweenAlice
and the rst node, is visible to, and modi able by, the previous node in the
circuit. We will assumethis node is malicious, and denoteit by Mallory (M ).

3 Formalization

In this section, we formally de ne what we mean by the security of TAP.

We begin by formally de ning, in the usual way, a public-key encryption system
(in the random oracle model) asatriple (K;E" ;D) of algorithms:

{ K isthe keygeneation algorithm. It takesasinput a security parameter,k, in
unary notation, and outputs a pair (pk; sk). pk is the public key, and skis the
private key. K is a polynomial-time randomized algorithm. If additionally,
there is a polynomial-time algorithm that inputs pk, and outputs the value
of k usedto generateit, we say that s k-aware.?

{ EM is the encryption algorithm. It has accessto a random oracle H, takes
asinput a public key output by K and a plaintext messagam, and outputs
a ciphertext c. E" is also a polynomial-time randomized algorithm, sothere
are many possibleoutputs c for the sameinputs pk and m.

{ D" isthe decryption algorithm. It has accesgo the samerandom oracleH ,
takesas input a private key output by K and a ciphertext ¢, and outputs
either a plaintext messagenm, or elsea special symbol ? , indicating an invalid
input. DY is also polynomial-time, but is deterministic.

We of courserequire that, for any (pk, sk) output by K(1¥), any plaintext mes-
sagem in the domain of EF')*k (which may depend on pk), and any c output by
Eg'k(m), it must be the casethat D{ (c) = m. Note that we indicate the keysas

subscriptsto EM and D" .

! The error corrected in [9] was that Alice neglectedto chedk that 1< a< p 1.
This allowed Mallory to ignore Alice's rst message,reply with (1;f (1)), and use
the \shared secret" of 1 to read Alice's subsequer messagespretending to be Bob.

2 Almost every reasonablepublic-k ey encryption system is k-aware. k-awarenessis an
easy-to-verify technical condition that will prevent the use of certain pathological
systemsin section 6.



Next we de ne a group parameter geneator. This is a function G, which is
possibly, but not necessarily randomized. G takesasinput a security parameter
k, again in unary notation, and outputs a pair (p;g) sud that:

p is pnme
E= is also prime

g isa generator of the subgroup of Z , of order q

the length of p, in bits, is (k), and polynomial in k

[t Yt Yo Vol

Finally, we recall that a function (k) is negligible with respect to k if for every
constart ¢ 0, there exists an integer k. such that (k) k ©forall k k.
Throughout this paper, the term \negligible" by itself will mean\negligible with
respect to the security parameter k".

De nition 1. For a given public-key encryption system , and a given group
parameter geneator G, wesay TAP is ( ; G)-insecure if there existsa polynomial-
time randomizel algorithm M fH:N such that, for a random output (pk;sk)
of K(14), a (possibly random) output (p;g) of G(1¥), and a random expnent
x, with non-negligible prokability, M "HN (pk;p;g; Ef (g¥)) = (a;@*), for some
l<a<p 1

If no such algorithm exists, we say TAP is ( ; G)-secure.

As the notation would suggest,M FH:N hasaccesgo three oracles:the random
oraclesf and H, and a node oracle N . The node oracle is one which emulates
the behaviour of the above Tor node Bob: given an input c, it outputs a pair

@’;f DH (c)’ for an exponert y chosenfreshly at random on ead invoca-
tion.3

It is easyto seehow, if such an algorithm exists, Mallory could compromisethe
security of Tor: when Alice asksMallory to extend her circuit to Bob, Alice will
choosean x and give him Eg(g*). Mallory will run M F*H:N on that value, Bob's
public key, and the group parameters, replacing every call to N by contacting
Bob, sending ¢, and receiving Bob's output (g¥;f (Dg (c)’)) for an exponert
y chosenfreshly at random ead time. Mallory takesthe output (a;a*), with
1< a< p 1, andreturns (a;f (a*)) to Alice. Now Alice will send messages
protected with the sharedsecreta®, thinking that only Bob canread them. But
Mallory knows this value, and Tor's security is compromised.

Broadly, there are two main strategies Mallory could useto construct such an
algorithm. First, he could perform an attack on Eg(g*) to try to recover g*; in
this case,he can pick a random r and output (g'; (g*)"). Second,Mallory could
try to construct a \master" (a;a*) pair that works despite his not knowing
g*. It wasthis latter strategy that was exploited in the previous version of the
Tor protocol, where the restriction 1 < a< p 1 was absen. The purpose of
this paper is to shawv that Mallory has no way to succeedusing either of these
strategies, or indeed any other strategy.

3 Solong asDY () 62 and 1< D (c) < p 1. Otherwise N returns ?.



4 IND-CP A

We next recall the de nition of IND-CP A (indistinguishabilit y in a chosenplain-
text attack) [1]:

Denition 2. Let = (K;E;D) be a public-key encryption scheme.For a pair
of randomizal algorithms A = (A1;A2), de ne the advantage of A to be

AdVA® P (k)= j2 Pr[ (pkisk) K 1€ [(moimii ) Ay(pk):ib  fOilg;
y Bk (mp):Az(mo;my; ;y)=h

We additionally require that the outputs mg and m; of A; be of the samelength.

De nition 3. If, for a given public-keyencryption scheme , any pair of poly-
nomial-time randomizel algorithms A has advantageAd\/‘A’\‘;d P2 (k) negligible in
k, wesay isIND-CP A.

Informally, we say  is IND-CPA if there is no way for a polynomial-time ad-
versary to win the following game (against a tester) non-negligibly more often
than half the time: *

{ (Key generation:) The tester generatesa public/priv ate key pair.

{ (Messagegeneration:) The adversary is told the public key, and picks two
messagesny and m; of the samelength.

{ (Challenge:) The tester picks a bit b at random, and producesy, an encryp-
tion of my, using the public key.

{ (Response:)The adversaryis giveny, and tries gure out the value of b.

The adversary can keep state (symbolized by in the formalization) between
the messagegeneration and the responsephases.

5 Reaction Resistance

In this section, we intro duce the concept of reaction resistane, which is similar
to plaintext awareness[1], but wealker. Therefore, we rst review the latter.
Informally, a public-key encryption systemis said to be plaintext aware if there
is noway to produceavalid ciphertext (onewhich doesnot decrypt to ? ) without
knowing the corresponding plaintext. Evenif you obsene somevalid ciphertexts
(say, by intercepting messages)you should be unable to modify them to produce
a new ciphertext whosedecryption you do not know.

4 The adversary can trivially win half the time by simply picking an answer at random.



We formalize this by saying that an IND-CPA public-key encryption system
is plaintext aware if there is an algorithm K, known as a knowledge extractor.

K is given the public key pk, a list C of observe ciphertexts (for which the

plaintext is not necessarilyknown), a challenge ciphertext y 62C, generatedby

someadversary, and the list  of all of the random oracle queriesand responses
usedby the adversaryto construct y. K must then output the correct decryption

of y, exceptwith negligible probabilit y.

Plaintext awarenessds a very strong property for a public-key encryption system
to have; for example, any system which is plaintext aware is also resistart to
adaptive chosenciphertext attacks. We de ne the weaker property of reaction
resistance,which allows the adversary to construct certain valid ciphertexts for
which it doesn't know the corresponding plaintext. To do this, we remove the
requiremerts that the systembe IND-CPA and that y 62C, and also allow the
knowledgeextractor to do any of the following:

{ output (plain;v) wherev is the decryption of y, asin the plaintext awareness
case(v is allowed to be ?)

{ output (match;i), claiming that the decryption of y is the sameas that of
Ci (this canbe usedwheny 2 C, for example)

{ output (gues$, indicating that the only way for an adversary to know the
decryption of y is to guessit (note that the extractor is given the transcript
of the adversary's calls to the random oracle, so it would know how y was
generated)

Formally:

Let = (K;E";D") be a public-key encryption system where the encryption
and decryption algorithms have accessto a random oracleH.

Let B" be an adversary that is given a public key pk output by K and a list of
ciphertexts C, and outputs a tuple ( ;y;m), where:

{ isthe list of queriesand results that B" madeto the random oracle H
{ vy is a challenge ciphertext
{ m is a guessd plaintext

De nition 4. is reaction resistant (RR) if there exists a knowedge ex-
tractor K, which, for any such adversaryB" , hasthe property that

; (plainv) ) DE(y) = v
K( ;Cyy;pk) = . (matchyi)) DE(y) = DE(Ci)
(guesy ) D (y) 6 m” 8i:Dg(y) 6 DL (Ci)

for any (pk;sk) output by K, any list of ciphertexts C (created by using E"jk to
encrypt plaintexts seleted from somedistribution), and any ( ;y;m) output by
B" (pk; C), exaept with negligible prokability.



We note that this de nition of RR isin the random oracle model, and follows the

de nition of plaintext awarenesdrom [1]. The methods usedin [2] could be used
to produce a de nition of RR in the standard model, but this is not necessary
for our purposes.

Reaction resistanceis so named becauseit is the property a cryptosystem needs
in order to prevent reaction attacks [13], such asthose against Atjai-Dw ork [13],
NTRU [14], and PKCS#1-v1.5 [5]. In theseattacks, the adversary sendschosen
ciphertexts (typically modi ed versionsof intercepted ciphertexts) to one of the
participants in the protocol, and watches her reaction in order to determine
whether the ciphertext decrypted to something sensible. This information can
be enough for the adversary to determine the original plaintext, or sometimes
the secretkey.

Finally, we de ne the weaker notion of RR1 (reaction resistancewith a single
obsened ciphertext):

De nition 5. is RR1 if there exists a knowledge extractor K that satis-
es the conditions of De nition 4, but which may also assumethat its second
parameter, C, is a list consisting of exactly one ciphertext.

6 Securit y Reduction

In this section, we provide a reduction from the security of TAP to the security
of the underlying public-key encryption system.We start by de ning an x-power
pair, and the G-restriction of a public-key encryption system.The latter is just a
slight modi cation to the original systemthat additionally chedsthat decrypted
valuesare integersfrom someparticular interval.

De nition 6. For a xed exmnent x, an x-power pair is a pair (; *) such
that1< <p L

Note: It will beimportant in section 6.2 that an algorithm that knows no infor-
mation about x, save that is a random exponert, be able to create an x-power
pair only with negligible probability. Sincel< < p 1, and eadh member of
this interval has order either p2—1 or p 1,this is trivially true. Howewer, if the
restriction on  were not preser, an attacker could choosean elemern of low
order for , and easily create an x-power pair, sothe proof of Theorem 1 would
not go through. This wasthe problem in the earlier version of the protocol.

De nition 7. If is a public-key encryption system, and G is a group pa-

rameter geneator, then the Grestriction of , denotel ©, is a public-key
encryption system(K ;E ;D ), where

{ K (1% = ((pk; p; 0); (sk; p; @), where (pk;sk)  K(1¥) and (p;g)  G(1%).



{ Bk jig) (M) = k().
D _ Dsk(c) if D(c)8? and 1< Dg(c)<p 1
{ Diskipig) (©) = ? otherwise '

Theorem 1. Let G be a group parameter geneator, and  be a k-aware public-
key encryption system.If  is IND-CPA and ©is RR1, then TAP is ( ;GQ)-
secure.

We will prove the following logically equivalert statemert: if € is RR1, and
TAP is ( ;G)-insecure,then  is not IND-CPA.

Therefore, we now assumethat we have in hand a knowledge extractor K for

G satisfying the properties of section 5, and an algorithm M FH:N satisfying
the properties of section 3, and will try to producea pair of algorithms (A1; A»)
that can win the guessinggame of section 4. We will do this in two steps: (1)
remove the node oracle; (2) win the guessinggame.

6.1 Remove the Node Oracle

In this step, we take our algorithm M fH:N which has accessto the random
oraclesf and H and the node oracleN , and producean algorithm M fl;H , which
just has accesso the random oracles.

M '™ (pk; p; g; co), then, is calculated as follows:

{ Initialize , ,oang 0to be empty lists.
{ Setout M " N"(pk;p:g; ). Note that we have replaced eac call to
f (m) by a call to the following subroutine f q(m):

append m to the list
return f (m)

ead call to H(m) by a call to the following subroutine H q(m):

seth  H(m)
append (m; h) to
return h

and ead call to N (c) by a call to the following subroutine N 9c):

setk K ( ;fcog;c;pk)
if k= (plain; ?):
return ?
elseif k = (plain; v):
pick a random exponert y
sets (W)
return (g”;s)



else:
pick a random exponert y
pick a random string s of length I;
append g¥ to the list
return (g”;s)

{ Pick a random bit

{ If = 0,return out.

{ If =1,andeither or isempty, return ?

{ Otherwise, pick arandom elemenn of andarandomelemen of ,and
return ( ; ).

Lemma 1. If M FH:N (pk;p:g; E;'fk(gx)) outputs an x-power pair with non-negligible
prokability, thenM §™ (pk; p;g; Ef, (6¥)) outputs an x-power pair with non-negligible
prokability.

Proof. The intuition behind the proof is that the input/output behaviours of f
and f % are the same, as are those of H and H? sowe only have to considerthe
di erence betweenN and N °. We can useK , the knowledge extractor for ~ ©,
to give us a partial decryption oracle: if K reports that it knows the plaintext
corresponding to the given ciphertext, N © can just usethat valueto perform the
same operations as N would. On the other hand, if K reports that there's no
way to know the plaintext, then N © can output a value which, by the properties
of the random oracle,will be indistinguishable from those of N , exceptin certain
caseswe considerseparately

We rst note that N© and thus K, is called only polynomially often. Sinceead
call to K only has a negligible probability of returning an erroneousresult, we
can concludethat, exceptwith negligible probability, all of the callsto K return
a correct result.

We assume then, that indeedall of the callsto K return a correct result. Since
K is a knowledge extractor for ©, if K returns (plair;v), it must be the case
that either v=? orelsel < v< p 1.In either case,N ° performs the same
operationsasN .

If K returns (gues$y, then M fl;H (in the role of K's adversary) cannot learn
DY (c) (and in particular D, (c) cannotbe ?), exceptwith negligible probability.
In this case,N will return (g¥;f (DY (c)Y)), while N ° will return (g¥;s), for a
randomly chosenexponert y and a randomly chosenstring s of length |; . But
M '™ will not be able to compute D ()", soit will not be able to distinguish
the two results. We also note that the probability that two dierent callsto N
produce the sameinput to f is negligible: N only callsf on random powers of
numbersd with 1< d< p 1. All such numbershaveorder eitherqor2g=p 1,
and note that p was selectedto be (k) bits long. There are only polynomially
many of thesecallsthat N makesto f (sinceM T*H:N runsin polynomial time),
sothe probability that two of these calls have matching inputs is negligible.



Finally, if K returns (match;i), theni must be1, sincefE,'jk(gX)g is alist of length
1, and so D} (c) = g*. Again, N will return (g¥;f (g¥)), and N° will return
(¢¥;s), for a randomly chosenexponert y and a randomly chosenstring s of
length I . What if M "N makesa call to f that happensto match one of these
inputs that N usesin a call to f ? Supposethe probability of this event (which
we will label C for \Collision") is . Let ¢ be the conditional probability of
M FHiN sycceeding(i.e. outputting an x-power pair), giventhat C hasoccurred.
Similarly, let & be the conditional probability of M fH:N" succeeding,given
that C has not occurred. Then the overall probability of M f*H:N succeedingis

ct (1 ) ¢ Which by assumptionis non-negligible, so either c or
(1 ) ¢ (or both) must be non-negligible.

Note that, if C doesnot occur, then M fl;H will not be ableto distinguish outputs
of N © from outputs of N, and so the probability of M T %H N ° outputting an x-
power pair, giventhat C doesnot occur, is at least = , for somenegligible

(which takesinto accourt the negligible probabilities of error merntioned above).

On the other hand, if C does occur, then M ™ will have made a call to f9,
passingan input g¢ (thus entering g®¥ into the list ), where @’ is somevalue
entered into the list . Therefore, this (g¥; g ) pair is an x-power pair that

appearsin the set

Sowhat is the overall probability of M fl;H succeedingf C doesnot occur, and
= 0 (the combined probability of which is 17), then M fl;H will output out,

which will be an x-power pair with probability at least = . If C doesoccur,
and = 1 (the combined probability of which is =), then M fl;H will output a
random elemert of , a set of polynomial size,of which at least one elemen
is an x-power pair.

Therefore, the overall probability is at leastz = 5 ; L T+ - = . Now
recall that either cor(1 ) ¢ (or both) must be non-negligible. If c
is non-negligible, then z J% = 21—1] ﬁ ( ¢), which
is non-negligible. If (1 ) ¢ is non-negligible, then z + zZ+ 17

1T c ¢ - = % (1 ) & whichis non-negligible.In either case,
z is non-negligible, as required. t

6.2 Win the Guessing Game

With M fl;H in hand, it is now straightforward to win the guessinggame of
section 4 against . Remenber that is k-aware, so there is an polynomial-
time algorithm  that can extract the security parameter k from a public key
pk generatedby K (14).

Algorithm A1 (pk):
setk (pk)



set(p;g)  G(1%)
pick two (distinct) random exponerts Xg, X1

return (Mo;ma; ) (905 g (PK; Pigi Xo; X))

Algorithm ~ A,(mg;my; ;y):

set (pk; p; g; Xo; X1)

setout M '™ (pk;p;ig;y)

if out=(; *°)forsomel< <p 1:
return 0

elseif out= (; *) forsomel< <p L
return 1

else:

return a random elemen of f0; 1g

Why doesthis work? The tester (in the nomenclature of section 4) will pick a
random bit b, and pass EF',*k(mb) = Ep'jk (g**) to A, asy. A, will then calculate

out=M fl;H (pk; p;0; E"jk (g*)), which, by the above, will be a x,-power pair with
non-negligible probability . Also, since xo and x; were picked randomly, and
M fl;H never learns any value that dependson x; , the probability that out is
an X1 p-power pair must be some negligible value . So the probability of A,
outputting .b is then. +1,— =3+ and Adv'(’fl;AC‘z’; = , Which is
non-negligible,so  is not IND-CPA.

Therefore, we have that if © is RR1, and TAP is ( ;G)-insecure,then s
not IND-CPA, which completesthe proof of Theorem 1. t

7 The Concrete Proto col

In this nal section, we examinethe actual encryption medanism usedby Tor,
and show that it indeed satis es the preconditions of Theorem 1, under reason-
able assumptions.

First, we needto work around a slight technicality: so far, all of our analyses
have been parameterized by the security parameter k. Unfortunately, the Tor
speci cation [10] is not so parameterized: it speci es a single Di e-Hellman
group, for example.The algorithms we outline here,therefore, are generalizations
of the actual Tor algorithms, and reduceto the actual algorithms for a specic
value of k.

Let Trsa (In) be a lower bound on the expected amount of work an adversary
must do to break RSA with an Iy -bit modulus. We of courseassumethis bound



is superpolynomial in |y .° Then selectvaluesfor parameters(ly b e sTasls),
basedon a security parameter k, as follows:

{ In will be the bitlength of an RSA modulus. Selecta value divisible by 8,
such that blog, Trsa (In)C = K.

{ lp will be the bitlength of a Di e-Hellman modulus. Selectl, = Iy .

{ Ix will be the bitlength of random exponerts. Selecta value divisible by 8,
such that Iy is (k).

{ It and Iy will be the bitlengths of the outputs of random oracles. Select
valuesdivisible by 8, such that Iy and Iy are eadh (k).

{ Is will bethe bitlength of a symmetric key. Selecta value divisible by 8, such
that Is is (k).

It must bethe casethat Iy 2ly 16 |g is positive,and (k). De ne r to be
(v 24 16).

In the speci ed protocol, k = 85and (In;lp; Ix;ls ;1 ;1s) = (1024 1024 320; 160;
160, 128). The random oraclesf and H are instantiated by appropriately chosen
hash functions with output lengths Iy and |y bits, respectively. Let S be a
family of pseudorandomfunctions (such as a block cipher) with keylength Is.
The speci ed protocol useshash functions basedon SHA-1 [16], and usesAES-
128[17] asthe symmetric encryption function.®

For m 2 IN, de ne the pair (m‘;mR) asfollows:

{ Expressthe integer m asa sequencamo of octets, most signi cant rst. This
sequenceshould be of minimum length; i.e. no leading 0x00s.
{ Let m‘ bethe rst r octets of mo, and let mR be the remainder of mo.

The public-key encryption system used in Tor is then the following tap =
(K;E";D"):

K(1¥) outputs a randomly generated RSA keypair (pk;sk) = ((N;e);(N;d))
where the bitlength of N is Iy (which dependson k, as above), and e = 65537.

Ei (M) is as follows:

{ Pick arandom key s for S , of length Is.

{ Let C; bethe RSA-OAEP encryption (using the hashfunction H internally,
and the key pk) of the concatenationof s and m‘.

{ Let C;, be the encryption (using the cryptosystem S in CTR mode with
key s and initial counter 0) of mR.

5 For concreteness,we use Trsa(In) = exp  (In 2M)¥3(nIn2'v)2%8 | where =

% 92+ 26p 13 7°  1:002. This is the asymptotic expected running time for fac-

toring an Iy -bit integer using the generalized number eld sieve [6].
6 AES-128 is indeed an appropriate choice for S , as long as an attacker cannot dis-

tinguish AES-128 from a family of random functions.



{ Output (Cy;Cy).
DH ((C1; Cy)) is asfollows:

{ Decrypt C; using RSA-OAEP (with the hash function H and the key sk).
Let s bethe rst I bits of the result, and mo; be the remainder of the result.

{ Decrypt C, using the cryptosystem S in CTR mode with key s and initial
counter 0, yielding mo,.

{ Concatenatemo; and mo,, and turn the result into an MSB- rst integer m.

{ If any step failed, return ?. Otherwise, return m.

The group parameter generator Grap for Tor returns a deterministic (p;g) for
any input 1%, with p of bitlength I, and such that 1 p 2 '» is a negligible
function of k. This last condition meansthat a random integer of the samelength
as p hasonly a negligible probability of being greater than p.

Now that we have speci ed TAP for generick, we must simply chedk that tap
and Grap satisfy the preconditions of Theorem 1, namely:

1. tap is k-aware.
2. TAP is IND-CPA.
3. S isRRL.

7.1 1AP IS k-aware

We needto produce an algorithm  which outputs k when given a public key
output by K(14).

This is easy:given a public key (N; €) output by K(1¥), let Iy be the bitlength
of N. Then output blog, Trsa (In)c, which will equalk, by the choiceof Iy .

7.2 TAP is IND-CP A

We rst note that, for any one-way trap door permutation g, g-OAEP is IND-
CPA [4], and that for any pseudorandomfunction F, F-CTR is IND-CPA” [8].

We prove, more generally, that the hybrid construction of 1ap is IND-CPA, for
any choice of underlying public-key encryption system (R) and symmetric-key
encryption system (S), solong asthey are ead IND-CPA themselhes?

" We have not formally de ned the notion of IND-CP A for symmetric encryption, but
the de nition is analogousto that in section 4; the only changesare that K returns
a single key instead of a keypair, and 1¢ (and not pk) is the input to Aj.

8 Qur proof is similar to that of Theorem 5 of [7], though that result pertained to
IND-CCA systems, and did not need to deal with part of the plaintext messages
being encrypted under the underlying public-k ey system.



Let (A1; A2) be any polynomial-time adversaryin the IND-CP A gameof section
4 against tap. Let [s; ] denotethe concatenation of the |s-bit value s and the
r-octet value . Then de ne an adversary A°= (A?; A9) against S and a pair of
adversariesA%= (A’ ;A% ) (for 2 f0;1g) against R as follows:

Algorithm ~ A%(1%):
(pk;sk)  K(1¥)
(mo;my; ) Ax(pk)
return (m§; mf{; (pk; mo; my; )

Algorithm — AJ(mE; m%; (pk; mg;my; );y):
pick a random Is-bit key s and a random r-octet string
return Az(mo; ma; ;5 (Rpk([s; 1);y))

Algorithm A2 (pk):
(mo;myg; ) Ag(pk)
pick two random Is-bit keyssp, s; and a random r-octet string
return ([so;mb];[s1; ];(Mo;my; ))

Algorithm A9 ([so;m*];[s1; 15 (mo;ma; );y):
return Az(mo; m1; ; (Y; Ss, (MR)))

For 2 f0;1g,dene to bethe conditional probability that A,(mg;my; ;y) =
0, given that (mo;my; ) is an output of Ai(pk), and that y = (Rpk([s;m"‘]);
Ss(mR)) for a randomly chosenls-bit key s. That is, is the probability that
A, outputs 0 asits guessfor the tester's value b, when the correct answer was

Alsofor 2 f0;1g,de ne to bethe conditional probability that Ay(mg; my; ;
y) = 0, giventhat (mg; m1; ) isanoutput of A1(pk), andthat y = (Rpk([S1; 1);
Ss,(MR)) for randomly chosenls-bit keyssp and s; and a randomly chosen
r-octet string . That is, j j is the probability that A, can distinguish
between a correctly formed value of y, encrypting m  (namely, (Rpk ([s;m"]);
Ss(mR))), and one in which the wrong symmetric key (and the wrong m‘) is
encrypted with the public-key system (namely, (Rpk ([S1; ]); Ss, (MR))).

We now note that Advy® @ = 21 o+3@ 1) 1 =jo 4 Simi-
larly, AdVi9s P = j o 1j, and Advy%g™? = | j.

Therefore, Adv’,&‘;d Tiga Ad\/',i“gjo;RCpa + Ad\/‘,i“g;S cpa Adv':?o;RCpa. Soif 1ap is not

IND-CPA, then for someadversary A, Adv';&‘;d P4 is non-negligible, which means

at least one of Adv,%g ", Ad\/;qgo;;pa, and Ad\/K?QRCpa must be non-negligible,
which meansat least one of R and S is not IND-CPA, asrequired.



So under the usual assumption that RSA is a one-way trap door permutation,
Tap IS also IND-CPA.

7.3 S is RR1

We must produce a knowledge extractor K for TG/T{g’ with the properties of
section 5.

From [12], we know that, underthe RSA assumption,there is a decryption simu-
lator D S for RSA-OAEP (but not f -OAEP in general!)suchthat DS( ;c ;c;pk)
= DM (c), for any (pk;sk) output by K(1¥), any distinct ciphertexts c;c , and
the list of oracle queriesand responses usedto generatec (but not c ), except
with negligible probabilit y.

Given this, the construction of K is straightforward:

K (5f(C1:C3)8: (Cy1; C2); (pk; p; 9)):

determine |y, ls, and r basedon k (pk)
let r, be the length (in octets) of C,
if C1 = Cli
Q) if 8(r +r2) ls> Ip:return (plain; ?)
(2) elseif C, = C,: return (match; 1)
3) else:return (gues$
else:

letmqy DS( ;Cyq;Cq;pk)

if my =?: return (plain;?)

let s be the rst | bits of my, and let mo; be the remainder of m;
decrypt C, using S -CTR and initial courter 0, yielding mo,

if mo, =7?: return (plain; ?)

concatenatemo; and moy, yielding mo

turn mo into an MSB- rst integer m

if 1< m<p 1:return (plain,m)

else:return (plain; ?)

Remenberthat (C;; C,) canbeassumedo beavalid encryption of the plaintext
messageg® for somerandom exponernt x, soif C; = C;, then (Cy;Cy) will
decrypt (under t1ap) to a value v whose rst 8r | bits will be the sameas
those of g*. Also, still assumingC; = C;:

{ If the length of v is larger than the length of p, then certainly v > p, and
TG,T\;;P would return ?, sowe return (plain; ?) in line (1).
{ If C; = C,, then of course DY, ((C1;C;)) = DH((C;;C,)), so we return
(match; 1) in line (2).
{ Otherwise, the length of v is at least8r |5, and at most the length of p,
sol< v< p 1exceptwith negligible probability, by our choice of p, so



v = DH((Cy;Cy)). Further, v 6 DH((C;;C,)), sinceS -CTR with an initial
courter of 0 is a deterministic encryption function. Finally, no algorithm can
predict v, sinceits rst 8r I bits are the sameas those of the randomly
choseng*, sowe return (gues$ in line (3).

If C, doesnot equal C,, then we can use the decryption simulator for RSA-
OAEP to decrypt it successfully exceptwith negligible probability, and then we
just perform the sameactions asthe real 1% would.

Therefore, this K satis es the properties of De nition 5 for TG,T\;;P, S0 TG,T\;;P is
RR1, asrequired.

8 Conclusion

Under the assumptionsthat RSA is one way, and that an appropriately strong
block cipher is used, we have shawvn that the Tor Authentication Protocolis se-
curein the random oracle model; that is, without exploiting particular structure
of the hash functions, a man-in-the-middle hasonly a negligible chanceof being
able to read messageshat Alice thinks she'ssendingto Bob.

It should be noted, howewer, that the proof is sensitive to speci ¢ properties
of TAP, and any modi cations to the protocol should take care not to destroy
theseproperties. For example,if Bob wereto ched that the order of the received
messagam were equalto exactly g, asopposedto merely cheding that 1 < m <
p 1, TG[\‘,‘,P would not be RR1. On the other hand, replacing tap with a
stronger system, such as one that is plaintext aware, would make TAP more
robust to other modi cations.
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